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Outline

A Two policy languages:
I Rei
A Specifying policy preferences

I WIQAPL (of WIQA framework)
AInformation quality based filtering

A Policy Management Framework
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To be discussed:

A Limitations facing the Platform for Privacy
Preferences (P3FR)a W3C recommended

platform for privacy management

A Strategies for improving P3P, based on:

I Policy languag®eic a deontic language for
describing user privaeselated policies,
constraints and preferences.

I An improved trust model.



The P3P Platform

A Requires websites to publish XML based privacy
policy
A Allows users to specify privacy preferences

A Enforces privacy protection through a user agent
(usually built into web browsers).

A Trust handled through certificateased approach

A Automates verification process for privacy
policies, based solely on explicit instructions

I Heuristic free approach



P3P Policy Specification

A UsesAPPEL/XPREF

A Terminology:

I ARULEspecifies one or multiple matching
reqguirements combined using logical operators
(i.e. and, or, norand, nonor).

I ARULESECDnsists of a sequence of RULES
ordered by their priority in execution
A User agent evaluates rules in order of priority
until match found.



Drawbacks to APPEL/XPREF

A Restrictive expressiveness
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A No support for general obligations or dynamic
policy specification

I Exampledelete persistent cookies after a certain
browsing session



Drawbacks to P3P Trust Strategy

A In absence privacy certificate, P3P makes a
strong assumption that the presence of P3P
policies on a site Is sufficient for building trust.
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I Popularity of target site
I User experience



Extending P3P

A Rei proposed as alternative to APPEL/XPREF

A Declarative policy language with an RDF/XML
grounding (supports OWL)
A Modeled ondeonticconcepts of:

| permissions, prohibitions, obligations and
dispensations

A additionally supports delegation management
for dynamic policy specifications.



Other key Rel features

A Policies over Domain Specific Ontologies

I specified over instances of ontologies that model users'
privacy preferences and relevant concepts in the domain.

A Delegation Management

I speech act capabilities (request, revoke, delegate) for
dynamic policies. Such policies are of partlcular Interest
when the user delegates rights of data sharing to websites

A Matching Semantics
I Decide how constraints of rules are to be matched and
decide prioritization between multiple rules.
I based on 1st order logic and provides the notion of logical
connectives (and, or, not) for grouping



Rel Policy Specifications
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Rel Highlights

w Constraintshandled through the inclusion of
domain specific ontologies.
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wODbligations specify conditions to be true at all
times for actors in the domain of interest.

wExamplespecifying that no cookies are to be
stored beyond a specific period of time.



Enhancements to the P3P Trust Mode

A Gathering website evaluations from user
I Implicit: Data mining, heuristics
I Explicit: User specified sets of trusted sites

I Both kind of info can be shared on trusted social
networks

A Site evaluation ontology: make judgements on
site based on:
I Domain suffix (e.g., trust no .edu sites)
I Popularity of site (PageRank)



Rel Constraint Syntax

<constraint:SimpleConstraint rdf:about="8&wwwpolicy;domainOfServiceConstraint”
constraint:subject ="&wwwpolicy varl”
constraint:predicate="8&wwwpolicy;domainOfServiceConstraint”
constraint:objeci="&weo;travel”

=

<constraint:SimpleConstraint rdf:about="8&www policy;;trustedDomainGOVconstraint”
constraint:subject ="&wwwpolicy varl”
constraint:predicate="8&we o;domainSuffix"
constraint:objeci="&weo;gov"

=

<constraint:Or rdf:about="8&www policy;trustedDomainSufiixServiceConstraint™s
<constraint:first rdf:resource="&wwwpolicy:trustiedDomainGOVconstraint” /=
<constraint:second rdf:resource="&wwwpolicy;domainOfServiceConstraint” />
</constraint:Or=



Rel Obligation Syntax

=policy:Policy rdf:about="&wwwpolicy;obligationexample”
=policy:grants rdf resource="8&wwwpolicy;grantingRight" />
<policy:grants rdf resource="8&www policy;grantingObligation” /=

=/policy:Policy=

<policy:Granting rdf:about="&wwwpolicy grantingRight"=
=policy:to rdfi:resource="&wwwpolicy;vari"/=
=policy:deontic rdf:resource="&wwwpolicyright1"/>

=/policy:Granting=

<policy:Granting rdf:about="&wwwpolicy:grantingObligation”=
<policy:to rdfi:resource="&wwwpolicy webbrowser'/>
<policy:deontic rdf:resource="&wwwpolicy obligation1"/>

=/policy:Granting>

=deontic:Permission rdf:about="&wwwpolicy:right1"=
<deontic:actor rdf:resource="&wwwpolicy;var1"/=
<deontic:action rdf:resource="8&8wwwpolicy;request”/=

=/deontic:Permission=

=deontic:Obligation rdf:about="&wwwpolicy obligation1"=
<deontic:actor rdf:-resource="&wwwpolicy;webbrowser"/>
<deontic:action rdf:resource="&wwwpolicy;iunnelRequest"/>
=/deontic:Obligation=



Implementation
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Quality-driven information
filtering using the WIQA policy
framework



The Problem

- Thereisalot of iInformation on the Web
~Not all shouldbe trusted

- There must be a way to expressinformation
guality (and accept/rejectinformation according
to that).



Solution proposed

- Needto defineinformation quality

~ Policiesto filter information basedin different
criteria

~ Establisha framework to integrate all of the
above



Information quality
It istaskdependentd @ Kigtiiat O I NXK €

It Is subjective(it dependson who Is going
to usethe information)

- Quality depends on various factors, not
necessarily independent, such as, time,
sourcesrelevancegtc.



Information quality
- Contentbased metrics

Contextbased metrics - NLP analysis
: . -Use of rules
- Ratingbased metrics
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Information quality
- Contentbased metrics
- Use of metadata

- Contextbased metrics - Time
~Ratingbased metrics - Do | trust this publisher
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Information quality
- Contentbased metrics .
- Consumer reviews

. Contextbased metrics - weights for different
~Ratingbased metrics  ratings
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Information filtering policies

ANe can define heuristics to accept or reject
iInformation to accomplisha specifictask based
onthe aggregatiorof metric scores

AThe policiescan be very different. The user has
to decidewhichdimensiongo consider



WIQA Architecture
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Qualityrelated information

AJse of named

1. fd:GraphFromIntel {
r] 2. <http://www.intel.com/c>
grap to express 3. rdf :type fin:Corporation ;
. . 4. fin:country iso:US ;
Informatlon 5. foaf :homepage <http://www.intel.com>
6.
7. fd:GraphFromMarkScott {
8. <urn:x-ISIN:US4581401001> fin:posting
9. "As we have seen in ..."QEN
10. <mailto:mark@scott.com>
11. fin:positiveRating
12. <http://www.analyst-house.com/c> ;
13. fin:positiveRating
14. <mailto:pSmith@deutsche-bank.de> ;
15. fin:negativeRating
16. <mailto:reynolds@ft.com> . }
17.
18. fd:GraphFromYahooFinance {
19. <urn:x-ISIN:US4581401001>
20. rdf:type fin:Share ;
21. fin:emitter <http://www.intel.com/c>
22. fd:GraphFromMarkScott
23. swp:assertedBy fd:MsWarrant
24. fd:MsWarrant
25. swp:authority <mailto:mark@scott.com> ;
26. dc:date "2005-11-15"""xsd:date . }



Qualityrelated information
AUse of named

1. fd:GraphFromIntel {
r] 2. <http://www.intel.com/c>
grap to express 3. rdf :type fin:Corporation ;
. . 4. fin:country iso:US ;
Informatlon 5. foaf :homepage <http://www.intel.com>
6.
7. fd:GraphFromMarkScott {
8. <urn:x-ISIN:US4581401001> fin:posting
9. "As we have seen in ..."QEN
10. <mailto:mark@scott.com>
11. fin:positiveRating
12. <http://www.analyst-house.com/c> ;
13. fin:positiveRating
14. <mailto:pSmith@deutsche-bank.de> ;
15. fin:negativeRating
16. <mailto:reynolds@ft.com> . }
- br
18. fd:GraphFromYahooFinance {
19. <urn:x-ISIN:US4581401001>
20. rdf:type fin:Share ;
21. fin:emitter <http://www.intel.com/c>
22. fd:GraphFromMarkScott
23. swp:assertedBy fd:MsWarrant
24. fd:MsWarrant
25. swp:authority <mailto:mark@scott.com> ;
26. dc:date "2005-11-15"""xsd:date . }



Qualityrelated information

AJse of named
graph to express
Information

1. fd:GraphFromIntel {

2. <http://www.intel.com/c>

3. rdf :type fin:Corporation ;

4. fin:country iso:US ;

5. foaf :homepage <http://www.intel.com>
6.

7. fd:GraphFromMarkScott {

8. <urn:x-ISIN:US4581401001> fin:posting

9. "As we have seen in ..."QEN

10. <mailto:mark@scott.com>

11. fin:positiveRating

12. <http://www.analyst-house.com/c> ;
13. fin:positiveRating

14. <mailto:pSmith@deutsche-bank.de> ;
15. fin:negativeRating

16. <mailto:reynolds@ft.com> . }

- br

18. fd:GraphFromYahooFinance {

19. <urn:x-ISIN:US4581401001>

20. rdf:type fin:Share ;

21. fin:emitter <http://www.intel.com/c>
22. fd:GraphFromMarkScott

23. swp:assertedBy fd:MsWarrant

24. fd:MsWarrant

25. swp:authority <mailto:mark@scott.com> ;
26. dc:date "2005-11-15"""xsd:date . }




Expressing policies in WICA.

1.
2
3
=
5.
6
-
8
9

10.
11.
12.
13.

what does It accept?

NAME "Information from highly rated analysts™

. DESCRIPTION "Accept only information that

has been asserted by analysts who
achieved a StarMine score above 80."
PATTERN A
GRAPH fd:GraphFromAggregator {
?GRAPH swp:assertedBy 7warrant .
?warrant swp:authority 7authority . }
GRAPH fd:BackgroundInformation {
7authority rdf:type fin:Analyst
7authority fin:benchmark 7Ybenchmark .
FILTER (7benchmark > 80) . }
}



Implementation

Dot Dearbeton Ancit Gehe Lessoschen Egbras e
@a - - £ D T 5 rewur127.0.0.1:1970i000-barkfel st e 1SS III002 1 OFSATSAICE Ndef st Momenardietr owse SOy m it Oramation s from-+ Garmares sty st st = &b prosect vy ¥ () 6o L

' WIQA Browser

(W04 Browser]
WIQA Browser
1 filter criterion

® isa:Share (resnove) [add u

Order Commands

2““!!’
sorted by name [A % T

urnidSIN:DEcooy236101
emitted by »
isa »

positive analyst report »

@ Show Referers
(€

wrndSIN:US 5840500

isa »

negative analyst report »

B Show Relerers

ferty

® < urn:DUNS:316067164

@ © share
(P Siecnens agrees partnariiip with Novell unit SUSE. Siemens Business Services (SB3), the IT services arm
congloter

of n techaslogy ate Siemens , said oo Tueaday it had agreed a partnerhip deal with Nowvells
C K Linux. Linux Mwmbmm,m it
can be of

people) Wi

sald in 3 stated

1300 tey
i3 now seen as
Machines (nyse: , AINong
government departiments, ugun'uch‘apu stmpler and more secure than Windows.

@ “ share

P Intel investiert Milliarden in Werks Modernisierung. Der weltgroesste Chiphersteller Intel will nach
Firmen. aben mit milllardenschweren investitionen seine aelteren Werke um ihnen dwe
meguaglbm Microprosessores 10 ermoeglichen. Ziel ist die Umstellung asiterer Anlagen aufdis
Produktion von 65N - von $o-N <Cliipe. Der Konsern befinde sich mitten in einem
Modernisierungsprogramm ueber fuenf Mrd. Dollar, sagte Intel Chef Craig Barret am Sonatag sum 30.
Jahmudcr‘hux;b\l von Intel in lsrasl. Die aslteren Anlagen sollen auf die Produktion von
65N eter- von 9o-N eter Chips (ein N st ein Millicnstel Millimeter’ it werden.
Wir haden eine Menge 59-Nanometer-lnvestitionen. D‘Mg‘ht&rgmhIG«AMumms
Mrd. § drauf, sagte Barret. Er verwies daru insdesondere auf die US-Werke in Fhoenix, Portiand und Oregon
sowie die Anlage in Irfand. In rwes Jabiren seien noch kieinere Halbisiter mosglich, sagte or. I Swesten
Halbjahr amwuedncswn Technologie geben, erkiserte Barret. Ex lehnte e jodoch ab, sich
Tu dem Fin das X ns N dern. Er sagte Jediglich, das Ceschasft wachse weltweit,
&mwmﬂmndmdm&hwdmmm<

0 =a
o

G discussion frum posting
& =mitted by

O pestive analym report
O oegative analyst report

O Infrmation from German asalyss

O Information from positively rated information providers
O New information from highly rated analysts

(O Only German or English information

© Accept only information from Deutsche Bank

3 More positive Ratings

O TedalTrust rating above 5

(3 Asserted by two difSerent

O Asserted by analysts with at least 3 positive ratings

© Accept everything

ﬁ Simile

"




18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.

EXPL

GRAPH fd:GraphFromAggregator
{ 7graph2 swp:assertedBy 7warrant2 .
?warrant? swp:authority 7auth2 .

EXPL 7auth2 " claims that "
Pauth " is an analyst." . }

GRAPH ANY
{ 7rater fin:positiveRating 7auth .
FILTER (wiqa:count(7rater) > 2) .
EXPL 7auth "has received positive
ratings from" . }



Explanation of why accept
iInformation

The triple: Siemens AG has positive
analyst report: "As Siemens agrees
partnership with Novell unit SUSE

fulfills the policy: Accept only infor-
mation that has been asserted by ana-
lyvsts who have received at least 3 pos-
itive ratings.
because: it was asserted by DPeter
Smith and
e Deutsche Bank claims that Peter
Smith is an analyst.
e Financial Times claims that Peter
Smith is an analyst.
Peter Smith has received positive rat-
ings from
e MNark Scott who works for Siemens.
e David Brown who works for Intel.
e John Mavnard who works for Finan-
cial Times.

WIQA browser can
explain  why it
accepted specific
Information based
on certain policy



Goal

Focus domain

Policy encoding

Representation
of constraints

Summary
| |ReichasedPL ________|WIOAPL

Commonground Users allowed to encode policiedJsers allowed to encode policies

according to their preferences

Privacy protection

Resources (Websites)

1. Deontic conceptsright,
prohibition, obligation,
dispensation

2. Elaborate ontology

SWRL like

according to their preferences

Quiality driven information filtering

(Semi)structured data

1. Constraints in form of graph
patterns that must be matched

2. Named graphs, SWP
vocabularies

SPARQL like



Using Semantic Web
Technologies for Policy
Management on the Web

Lalana Kagal, Tim Berndrse, Dan
Connolly, Daniel Weitzner



Rein Policy Network

A Network of Resources, policies and policy languages
I Described using Rein ontology
A Policy N/w ontology and Request ontologies

A Web basedolicy management frameworkor representing and
reasoning over policiesr domains thause different policy
languagesand domain knowledge described in RBFOWL and N3
rules.

A The reasoning engirgccepts requestfor resourcesn Rein policy
networks anddecideswhether or not therequestis valid



Rein Ontology

Eg. isPermitted, forbidden,
canwrite, ReadPermission



