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Outline

ÅTwo policy languages:

ïRei

ÅSpecifying policy preferences

ïWIQA-PL (of WIQA framework)

ÅInformation quality based filtering

ÅPolicy Management Framework 
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To be discussed:

ÅLimitations facing the Platform for Privacy 
Preferences (P3P) ςa W3C recommended 
platform for privacy management

ÅStrategies for improving P3P, based on:

ïPolicy language Reiςa deontic language  for 
describing user privacy-related policies, 
constraints and preferences.

ïAn improved trust model.



The P3P Platform

ÅRequires websites to publish XML based privacy 
policy

ÅAllows users to specify privacy preferences 

ÅEnforces privacy protection through a user agent 
(usually built into web browsers).

ÅTrust handled through certificate-based approach

ÅAutomates verification process for privacy 
policies, based solely on explicit instructions
ïHeuristic free approach



P3P Policy Specification

ÅUses APPEL/XPREF

ÅTerminology:
ïA RULEspecifies one or multiple matching 

requirements combined using logical operators 
(i.e. and, or, non-and, non-or).

ïA RULESET consists of a sequence of RULEs 
ordered by their priority in execution

ÅUser agent evaluates rules in order of priority 
until match found.



Drawbacks to APPEL/XPREF

ÅRestrictive expressiveness

Å/ŀƴ ǎǇŜŎƛŦȅ ƻƴƭȅ άǿƘŀǘ ƛǎ ǳƴŀŎŎŜǇǘŀōƭŜέ ōǳǘ 
ƴƻǘ άǿƘŀǘ ƛǎ ŀŎŎŜǇǘŀōƭŜέ ŦƻǊ ŀ ǳǎŜǊΦ 

ÅNo support for general obligations or dynamic 
policy specification

ïExample:delete persistent cookies after a certain 
browsing session



Drawbacks to P3P Trust Strategy

ÅIn absence privacy certificate, P3P makes a 
strong assumption that the presence of P3P 
policies on a site is sufficient for building trust.

Å5ƻŜǎƴΩǘ ŀŎŎƻǳƴǘ ŦƻǊΥ

ïPopularity of target site

ïUser experience



Extending P3P

ÅRei proposed as alternative to APPEL/XPREF

ÅDeclarative policy language with an RDF/XML 
grounding (supports OWL)

ÅModeled on deonticconcepts of:

ïpermissions, prohibitions, obligations and 
dispensations 

Åadditionally supports delegation management 
for dynamic policy specifications. 



Other key Rei features

ÅPolicies over Domain Specific Ontologies
ïspecified over instances of ontologies that model users' 

privacy preferences and relevant concepts in the domain. 

ÅDelegation Management
ïspeech act capabilities (request, revoke, delegate) for 

dynamic policies.  Such policies are of particular interest 
when the user delegates rights of data sharing to websites

ÅMatching Semantics
ïDecide how constraints of rules are to be matched and 

decide prioritization between multiple rules. 
ïbased on 1st order logic and provides the notion of logical 

connectives (and, or, not) for grouping



Rei Policy Specifications

Classes -> oval nodes;

Properties -> directed edges from 

the domain to range of the 

property

Dashed edges -> associate the 

class Constraint to different 

possible types of specifiable rule 

constraints

All entities with a white 

background have a counterpart in 

APPEL, and grey entities denote 

Rei extensions.



Rei Highlights

ωConstraints: handled through the inclusion of 
domain specific ontologies. 

ωhŦ ǘƘŜ ŦƻǊƳ άǿŜōǎƛǘŜ· Ƙŀǎ/ŜǊǘƛŦƛŜǊ ¢Ǌǳǎǘέ ƻǊ 
άǳǎŜǊ· ƛǎ.ǊƻǿǎƛƴƎCǊƻƳ IƻƳŜέ 

ωaƻǊŜ ƎŜƴŜǊŀƭƭȅ άȄ Ƙŀǎ ŀƴ ŀǘǘǊƛōǳǘŜ ȅ ǿƛǘƘ ǾŀƭǳŜ ȊέΦ

ωObligations: specify conditions to be true at all 
times for actors in the domain of interest.  

ωExample:specifying that no cookies are to be 
stored beyond a specific period of time. 



Enhancements to the P3P Trust Model

ÅGathering website evaluations from user

ïImplicit: Data mining, heuristics

ïExplicit: User specified sets of trusted sites

ïBoth kind of info can be shared on trusted social 
networks

ÅSite evaluation ontology: make judgements on 
site based on:

ïDomain suffix (e.g., trust no .edu sites)

ïPopularity of site (PageRank)



Rei Constraint Syntax



Rei Obligation Syntax



Implementation



Quality-driven information 
filtering using the WIQA policy 

framework

Christian Bizer, Richard Cyganiak



The Problem

¸Thereisa lot of informationon the Web

¸Not all shouldbe trusted

¸There must be a way to expressinformation
quality (and accept/reject information according
to that).



Solution proposed

¸Needto defineinformationquality

¸Policiesto filter information basedin different
criteria

¸Establisha framework to integrate all of the
above.



Information quality

¸ It is taskdependentόάƘƻǿis that ŎŀǊΚέύ

¸ It is subjective(it dependson who is going
to usethe information)

¸Quality depends on various factors, not
necessarily independent, such as, time,
sources,relevance,etc.



Information quality
¸Content-based metrics

¸Context-based metrics

¸Rating-based metrics

- NLP analysis

-Use of rules



Information quality
¸Content-based metrics

¸Context-based metrics

¸Rating-based metrics

- Use of metadata

- Time

- Do I trust this publisher



Information quality
¸Content-based metrics

¸Context-based metrics

¸Rating-based metrics

- Consumer reviews

- Weights for different   

ratings



Information filtering policies

ÅWe can define heuristics to accept or reject
information to accomplisha specific task based
on the aggregationof metric scores.

ÅThepoliciescan be very different. Theuser has
to decidewhichdimensionsto consider.



WIQA Architecture



Quality-related information
ÅUse of named 
graph to express 
information



Quality-related information
ÅUse of named 
graph to express 
information



Quality-related information
ÅUse of named 
graph to express 
information



Expressing policies in WIQA-PL
what does it accept?



Implementation



EXPL



Explanation of why accept 
information

WIQA browser can

explain why it

accepted specific

information based

on certain policy



Summary

ÅWIQA-PL

ïContent based trust

Rei ςbased PL WIQA-PL

Common-ground Users allowed to encode policies 
according to their preferences

Users allowed to encode policies 
according to their preferences

Goal Privacy protection Quality driven information filtering

Focus domain Resources (Websites) (Semi-)structured data

Policy encoding 1. Deontic concepts- right, 
prohibition, obligation, 
dispensation

2. Elaborate ontology

1. Constraints in form of graph-
patterns that must be matched

2. Named graphs, SWP 
vocabularies

Representation 
of constraints

SWRL like SPARQL like



Using Semantic Web 
Technologies for Policy 

Management on the Web

Lalana Kagal, Tim Berners-Lee, Dan 
Connolly, Daniel Weitzner



Rein Policy Network

Å Network of Resources, policies and policy languages

ïDescribed using Rein ontology 

ÅPolicy N/w ontology and Request ontologies

ÅWeb based policy management frameworkfor representing and 
reasoning over policiesin domains that use different policy 
languagesand domain knowledge described in RDF-S, OWL and N3 
rules.

Å The reasoning engine accepts requestsfor resourcesin Rein policy 
networks and decideswhether or not the requestis valid



Rein Ontology

Eg. isPermitted, forbidden, 
can-write, ReadPermission

{           }


